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Like many peer-to-peer applications, anonymous communication systems are vulnerable to freeriders, peers who use the system while providing little or no service to others.  To complicate matters, the identity of the freerider is obscured by the very service anonymity systems are designed to provide, which limits the efficacy of conventional approaches for promoting cooperation (e.g., reputation mechanisms). We argue that the design constraints imposed by anonymity systems lead naturally to the notion of a currency that can be exchanged for service in order to provide incentives for cooperation. Based on this idea, we describe an approach based on the use of anonymous digital cash payments between those who use the service and those that provide the service. We illustrate its application to a well-known peer-peer anonymous protocol (onion routing). We argue that it can be applied with only  a slight additional overhead and at the same time preserving its architectural simplicity.  We believe that a similar approach can be applied to other peer-peer anonymous protocols and, more generally, to any peer-peer application.
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